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Abstract

This study critically examines the emerging field of Blind Computation (BC) in Artificial Intelligence (AI) machine operations,
challenging conventional approaches to data privacy and security in artificial intelligence systems. As Al continues to permeate
vatious sectors, from healthcate to finance, the need for robust privacy-presetving techniques has become paramount. BC offers
a promising solution by enabling Al models to process encrypted data without decryption, thus maintaining data confidentiality
throughout the computational pipeline. The study explored conventional techniques in Homomorphic Enctyption (HE), Secure
Multi-Party Computation (SMPC), and Federated Learning (FL), presenting a comprehensive framework for implementing BC
in Al systems. We propose novel architectures that significantly enhance data protection without compromising computational
efficiency. The analysis revealed that while BC techniques offer unprecedented levels of privacy, they also introduce new
challenges in terms of computational overhead and model accuracy. Empirical evidence demonstrating the trade-offs between
privacy, performance, and precision, and propose innovative strategies to optimize these competing factors. Furthermore, we
critically assess the ethical implications of BC, examining its potential to either mitigate or exacerbate existing biases in Al systems.
This study was concluded by outlining a roadmap for future research, emphasizing the need for interdisciplinary collaboration to
address the technical, ethical, and regulatory challenges associated with BC in Al The findings obtained have significant
implications on the design and deployment of privacy-preserving Al systems across various domains, potentially revolutionizing

the way sensitive data is processed in the age of artificial intelligence.

Keywords: Blind computation, Artificial intelligence machine operation, Homomorphic encryption, Secure multi-party
computation.

1| Introduction

The genesis of this research lies at the intersection of mechatronics and cryptography. As described by Bolton
[1] in his seminal work on mechatronic design, traditional mechatronic systems have evolved from simple
electromechanical devices to complex, Artificial Intelligence (Al)-driven machines. This evolution, while
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dramatically enhancing Capabilities, has also exponentially increased the volume and sensitivity of data

processed by these systems.

Concurrently, the field of cryptography has seen revolutionary advancements. The concept of privacy
homomorphisms, introduced by Rivest et al. [2], laid the groundwork for what would become Fully
Homomorphic Enctyption (FHE). These cryptographic techniques offer a potential solution to the privacy
challenges faced by modern mechatronic systems. In the realm of mechatronics, the integration of Al has
been transformative. From the precise control systems in manufacturing robots, as outlined by Koren et al.
[3], to the complex perception and decision-making algorithms in autonomous vehicles described by
Pendleton et al. [4], Al has become an indispensable component of advanced mechatronic systems. However,
this integration raises critical questions about data security and privacy, especially when these systems operate
in sensitive environments or process personal data. The convergence of cryptographic techniques and Al in

mechatronic systems forms the foundation of Blind Computation (BC).

This multifaceted approach encompasses FHE, Secure Multi-Party Computation (SMPC), differential privacy,
and zero-knowledge proofs. This framework aims to enable mechatronic systems to operate on encrypted
data, performing computations "blindly" without exposing the underlying information. Users have been
strongly motivated to do computing on hardware they do not personally control for practically as long as
programmable computers have been around. This was initially brought on by the expensive nature of these
devices and the requirement for specialized facilities to hold them. Computers were kept in central places by
universities, governments, and big businesses, where they executed tasks in batches for their users [5]. Despite
the increasing ubiquity of computers, there is still a need for centralized resources. Delegated computation is
still widely used nowadays in the form of cloud computing. Even if the future of computing is yet unknown,
it makes sense to assume that it will go in a similar direction. Indeed, initiatives to make basic quantum
processors accessible over the Internet have given rise to some of this conjecture. Because classical processors
are so common and high-speed global communications networks exist, we are in a considerably better
position now to permit remote access to computers than we were with early conventional
computers. Although there may be compelling practical and financial reasons to outsource computations to

distant systems, doing so creates numerous security issues.

Specifically, if the calculation is carried out on unreliable hardware, this can create the potential that either the
computation's integrity or privacy could be compromised. Communication can be concealed by encryption
between the client and the server from eavesdroppers, while authentication codes are employed to identify
any attempt to change these messages. However, such tactics do nothing to neutralize the threat provided by
a compromised or malevolent server. Ideally, there would be a method to allay these worries to assign work
to a distant server while maintaining confidentiality [6]. Several techniques have surfaced in recent years to
address the privacy concerns brought up by delegated computation. Falling under the general category of BC,
this gives a client the ability to carry out large processing with one or more distant servers while keeping the
structure of the computation concealed. Although BC protocols aim to protect the privacy of only the
calculation, numerous additionally permit verification of the computation being carried out, by incorporating
hidden tests within the data.

Moreover, findings in traditional secure computing establish a connection between blind computing and
computational intricacy. The presence of an adequately safe blind computing protocol using a client that is
strictly classical and a one quantum server with the ability to execute any quantum [7]. These computations
would draw a link between the concerns of whether BC Protocols comprise NP and whether the polynomial
hierarchy collapses. Due to these obstacles, it has only been relatively recently that technologies that could
enable this kind of functionality have started to surface.

BC is a broad method that includes safe SMPC, differential privacy, zero-knowledge proofs, and FHE. It is
based on the convergence of cryptography and Al in mechatronic systems. In the world of classical
cryptography, the state of the art regarding computation on encrypted data has changed dramatically over the
years since the introduction of the first secure computation protocols, with the advent of FHE [§], [9]. These
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cryptographic methods present a viable remedy for the privacy issues contemporary mechatronic systems are
facing. These encryption techniques enable computation on encrypted data without requiring correspondence
between both the server and the user while processing. Reaching a decrease in round complexity when using
delegated. The use of BC is very desirable. It ought to be observed, though, that even in the traditional setting,
this has only been accomplished by utilizing presumptions regarding the hardness of certain computational
problems, such as the approximate shortest vector problem, or the learning with errors issue. FHE schemes
allow data to be processed arbitrarily in its encrypted form, without the need for the encryption key [10], [11].

Several works have explored the use of Partiall;-Homomorphic Encryption (PHE) which supports models
of computation not classically simulable, including the Boson sampling model, under weakened information-
theoretic security guarantees Broadbent and Jeffery introduced a Homomorphic Encryption (HE) scheme
that leveraged a computationally secure classical HE scheme to enable the evaluation of circuits containing
only a constant number of non-Clifford gates on encrypted quantum data. In the case of Broadbent and
Jeffery’s scheme, the size of the encoding scaled exponentially with the number of non-Clifford gates.
However subsequent work by Dulek et al. [12] reduced this to only polynomial overhead, resulting in a
computationally secure leveled HE scheme. These latter protocols can be seen as part of a wider program to
broaden quantum cryptographic techniques through the incorporation of computational assumptions.

A recent proposal achieves similar functionality to the Broadbent-Jeffery scheme but under an information
theoretic security definition, provided a sufficiently large key is used. To date, however, no such counterpart
to the work of Dulek et al. [12] has been found. This study concentrates on theoretical constructions for
delegated computation protocols. If these procedures are to evolve into anything more than academic
purpose, it is important to develop a road to physical realization. Toward this goal, many attempts have been
made to create verifiable blind computing protocols that are easier to test. This has assumed multiple shapes.
Although the first suggestions stated that their constructions might be rendered fault-tolerant, significant
work has since been put into computing explicit fault-tolerance thresholds for BC and dealing with the issue

of noise occurring during communication between user and server.

2| Research Methodology

2.1| Preserving the Artificial Intelligence with Secure Computation

I. Conceptual framework development: establishing the theoretical principles guiding BC, incorporating
principles from cryptography, Al, and mechatronics.

II. System prototyping and simulation: implementing HE and FL techniques to test their viability in BC.

III. Iterative refinement: continuous improvements based on performance testing, security evaluations, and

accuracy benchmarks.

IV. Threat modeling and compliance analysis: identifying potential security vulnerabilities and ensuring
adherence to data protection laws such as GDP.

The primary goal is to integrate secure computation techniques into standard Al processing pipelines to
enable privacy-preserving machine operations. The methodology is built on an experimental framework, an
iterative development process, a theoretical foundation, and stringent security considerations, with a focus on
innovation, security, compliance, and practicality. The initial phase entails thoroughly understanding the
landscape of privacy-preserving Al approaches [13]. A thorough assessment of academic literature,
particularly improvements since 2017, identifies cutting-edge approaches, constraints, and prospective areas
for innovation. Key research areas include HE, SMPC, differential privacy, and federate. Secure model
aggregation in FL via SMPC is given by Eg. (7), while additive secret sharing reconstruction in SMPC for BC
is given by Eq. (2),
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The process then moves on to the conceptual design phase, where it focuses on developing a theoretical
model that uses HE to enable BC. This phase entails selecting the optimal HE scheme based on computing
complexity, security level, and compatibility with the Al model and data kinds. Potential systems being
investigated include BFV, Cheon-Kim-Kim-Song (CKKS), and TFHE. Integral is the creation of a strong
data encryption and preprocessing approach that ensures input data is encrypted while remaining useful for
Al model training and inference learning. A technology assessment examines available safe compute libraries,
frameworks, and hardware accelerators that are critical for easy integration into Al pipelines, based on
performance, security, integration, and community support [14]. To improve performance and accuracy,
techniques such as data scaling, encoding, and the use of controlled noise are investigated. Simultaneously,
the Al model architecture and associated training procedures are moditied to accommodate encrypted data,
which may necessitate HE-friendly activation functions, optimized linear algebra operations, and specialized
training algorithms for encrypted datasets.

Finally, a theoretical performance analysis evaluates the computational cost caused by HE, taking into account
encryption/dectyption timings, ciphertext sizes, and computational complexity in HE operations. The
subsequent stage involves simulation and prototyping. An experimental prototype is developed to integrate
secure computation techniques into a realistic Al application (example: medical image analysis with patient
data). An iterative development cycle is employed, which is characterized by the cyclical process of prototype
implementation, experimental setup, performance testing, accuracy evaluation, security analysis, and iterative
refinement. This iterative process begins with the implementation of the proposed BC model using selected
HE schemes, Al frameworks (TensorFlow, PyTorch), and secure computation libraries (SEAL, PySyft).
Subsequently, a controlled experimental environment is designed to evaluate the performance, accuracy, and
security of the prototype [15]. This involves defining appropriate datasets, relevant evaluation metrics (F1
Score), and comprehensive benchmark scenarios.

Following this, rigorous performance testing is conducted to quantitatively measure the computational
overhead introduced by HE, including enctyption/dectyption times, training/inference times, memory usage,
and communication bandwidth. Simultaneously, the accuracy of the Al model is evaluated when operating
on encrypted data, and compared to the accuracy when operating on plaintext data. Statistical hypothesis
testing is employed to determine the significance of any observed accuracy degradation. Critically, a detailed
security analysis of the prototype is performed, considering potential attack vectors such as ciphertext
manipulation, key leakage, and side-channel attacks [16]. Security analysis tools and techniques, such as
fuzzing and formal verification, are utilized to identify vulnerabilities. The prototype is then iteratively refined
based on the results of performance testing, accuracy evaluation, and security analysis, potentially involving
adjusting HE parameters, optimizing the Al model architecture, or implementing additional security
countermeasures. Throughout each iteration, documentation is maintained, capturing any deviations,
improvements, and potential pitfalls encountered during the integration of secure computation techniques
into conventional Al workflows.

2.2 | System Architecture

The system architecture is designed as a modular, multi-layered framework that integrates secure computation
techniques with conventional Al processing pipelines. The design emphasizes compartmentalization, where
each module performs a specific function and interfaces with others through defined protocols [17]. This
approach maintains data integrity and confidentiality throughout the process, aligning with secure Al system
architecture (see Iig. 7) principles Google's Secure Artificial Intelligence Framework (SAIF) also categorizes
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Al development into areas like data, infrastructure, model, and application, which informs the design of this
system. The data acquisition and preprocessing module collects data from numerous sources while ensuring
its integrity and quality. To remove noise and outliers, rigorous cleaning and normalization methods are used.
Before entering the computational process, the data is first encrypted to ensure its security. These approaches
are inspired by modern techniques in privacy-preserving deep learning, which ensure that data preprocessing
does not jeopardize future encrypted calculations [9], [18]. This is consistent with secure coding methods and
highlights the quality of the algorithms underpinning Al features. The secure computation module is the
foundation of the architecture. It executes computations directly on encrypted data without the need for
decryption, ensuring input data confidentiality. This module makes use of advanced HE techniques, which
are made possible by libraries such as Microsoft SEAL, as well as optimized algorithms for efficient ciphertext
arithmetic operations. Detailed error-correction methods and performance-enhancing routines reduce the
computing burden associated with encryption-based operations. The design of this module is based on

cutting-edge research and enhanced by experimental benchmarking.

In traditional software development, securing model weights is just as critical as securing code, hence
encryption is emphasized. The Al Operation and Inference controller architecture (see Fig. 2) fills the gap
between secure computation and practical Al applications [19]. This component modifies traditional deep
learning architectures to work within the constraints imposed by encrypted inputs. The model's layers,
activation functions, and back-propagation algorithms have all been modified to incorporate encrypted input
while maintaining predicted accuracy.

Frameworks such as TensorFlow and PyTorch are used, and adjusted to connect with the encryption
techniques, allowing for end-to-end BC. This module's design considerations are bolstered by recent work
demonstrating the viability of complicated neural network calculations in encrypted contexts. Like input and
output handling components, this module filters sanitizes, and safeguards against potentially dangerous
inputs. Auxiliary components for data storage, logging, and communication ensure that all actions are
documented for audit reasons and that data is securely transported between modules using strong encryption
techniques [20], [21]. A tiered security strategy is used, with data encrypted at rest and in transit, providing
many lines of defense against illegal access. Secure Al system (see Fig. 3) development encompasses secure
design, development, deployment, operation, and maintenance. System owners and top management should

also comprehend Al dangers and countermeasures.

Collect and Process Input

Data Acquisiti
ata Acquisition Data

Apply Homomorphic

Encryption .
Encryption to Secure Data

AI Model Processing Perform Computations on

Encrypted Data

Al Model Make Predictions

Blind Computation
without Seeing Raw Data
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Fig. 1. Secure Al system architecture.
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Within the secure computation module section, including equations that demonstrate the homomorphic
properties of the chosen encryption scheme would be valuable. The Encrypted Deep Q-Network (EDQN)
architecture is presented in Fig. 4, and expressed in Eq. (3):

Qenc (S: a) = \EnCHE(W- S + b) @\EHCHE(Y- max, Q(S, i a,)) (3)

The core idea behind HE is that computations can be performed on encrypted data without decrypting it. For
example, if using the BEFV scheme, one could represent the homomorphic addition property as expressed in

Eq. 4):

Dec(Enc(m_1) + Enc(m_2)) = m_1 + m_2, “)
where Encis the encryption function, Decis the decryption function, and m_1m_1 and m_2m_2 are
messages. Different HE schemes support different operations. For example, RSA encryption has

multiplicative homomorphism as in Eg. (3):

Enc(x) = xbmodn, )
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where b and n are public knowledge, demonstrating that multiplying encrypted messages is equivalent to
encrypting the product of the original messages. Goldwasser-Micali cryptosystem can be expressed as:

E(b) = xbrZmodn, (6)
where the homomorphic property is expressed in Eq. (7):

E(b1) - E(b2) = xb1rl2xb2r22 mod = xb1l + b2(r1r2)2modn = E(b1 & b2) @)

“l love you"

Fig. 4. EDQN architecture.

FHE allows for both the addition and multiplication of encrypted data. Gentry's FHE scheme uses ideal
lattices to achieve this. However, Somewhat Homomorphic Encryption (SHE) supports the computation of
low-degree polynomials on encrypted data, paving the way for FHE through techniques like bootstrapping.
However, potential threats, risks and mitigation strategies highlighted in Tabl 7. must be fully accounted for.
General FHE circuit evaluation is give y Eg. (8):

\Decgyg(\Eval(C,\Enc(x,), ...,\Enc(x,))) = C(Xq, ..., X1) ®)

Table 1. Potential threats, risks and mitigation strategies during HE.

Module Potential Threats Risks Mitigation Strategies
Data acquisition Data poisoning Model bias reduced Input validation, data
and preprocessing accuracy provenance tracking
Secure Key leakage Full data compromise Secure key management,
computation Hardware Security

Modules (HSMs)

Al operation and Model inversion  Sensitive data extraction Differential privacy,

inference attack from model weights output sanitization

Data storage and Unauthorized Data breach, End-to-end encryption,

communication data access confidentiality loss access controls, audit
logging

2.3 | Implementation Strategy

The implementation strategy explains the practical steps and technological options for putting the theoretical
idea into action. This technique is carried out in multiple phases, highlighted as follows:

1. Prototype and progtessing to full-scale implementation: the implementation uses high-level programming
languages, such as Python, for rapid prototyping and algorithm development, and low-level languages, such
as C++, for performance-critical encryption functions, considering the following:

II.  Programming languages: Python for high-level Al processing; C++ for encryption operations.

III. Libraties and frameworks: microsoft SEAL for encryption, TensorFlow/PyTorch for Al modeling,
inspired by the practical applications.
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IV. Testing and wvalidation: implementing Test-Driven Development (IDD) to wvalidate encrypted

computations against plaintext baselines, ensuring consistency in performance benchmarks.

V. Optimization techniques: using hardware acceleration (GPU/TPU) to mitigate encryption overhead in their
study on cryptographic acceleration

VI. Encryption implementation phase: duting the encryption implementation phase, the primary focus is on
integrating a robust HE library, Microsoft SEAL (version 3.5 or later), into the computational workflow.
This phase involves setting up the encryption parameters, and key generation, and establishing protocols
for secure arithmetic operations on ciphertexts [22], [23]. Extensive testing is performed to evaluate the
encryption scheme’s performance under various operational conditions, including different data sizes and
computation complexities. Integrations are tested for data leakage and coercion in Al systems. This phase
also involves integrating optimizations based on recent advancements in the field, such as parameter tuning
and parallel processing techniques, to enhance both speed and scalability. Enterprises should implement
encryption to protect AI models and training data. Access controls and effective key management are
essential components of a comprehensive encryption strategy for Al systems.

VII. Machine learning framework adaptation phase: in the machine learning framework adaptation phase,
standard Al models are modified to operate in an encrypted domain. This involves custom modifications
to the training algorithms and inference procedures to ensure compatibility with encrypted inputs [24], [25].
The adaptation process is iterative, with continuous performance monitoring and debugging. The
integration of TensorFlow and PyTorch with the secure computation backend is achieved through custom
middleware that translates between encrypted data formats and the input requirements of the machine
learning models. Emphasis is placed on maintaining model accuracy while ensuring that the encryption
overhead does not introduce prohibitive latency, a balance that is critical for practical application. Regularly
reviewing security controls ensures Al workloads remain protected and that the organization can adapt to
new tisks.

VIII. Development environment and ci/cd integration phase: the development environment and ci/cd
integration phase introduces a systematic software development approach. The source code is maintained
in a version-controlled repository, with a Continuous Integration (CI) pipeline that automates testing, code
analysis, and deployment procedures [26]. Automated unit tests and integration tests are designed to validate
both the encryption routines and the Al inference processes. This environment not only streamlines
development but also ensures that every update undergoes rigorous validation before integration into the
main system. The guidelines recommend implementing technical controls within the Al system at this stage,
such as configuring system logs and maintaining a baseline version so the system can be rolled back if a
compromise occurs. Detailed documentation is maintained throughout the process to facilitate
transparency, reproducibility, and future enhancements. This aligns with secure Al system development

guidelines that focus on secure design, development, deployment, operation, and maintenance.
2.4|Data Collection and Preprocessing

The collection and the cleansing of data are imperative with respect to the BC system. This subsection
illustrates processes ranging from retrieving, cleaning, transforming, and securing the data utilized in our
experiments. Data collection policies, procedures and justifications are presented in Table 2. Data, which is
anonymized and ethically sensitive, has been pre-screened and is obtainable from ethical and publicly
accessible datasets. Using PrivRTOS (see Fig. 5), stringent measures was employed to ensure that all
regulations are followed and that the guidelines acknowledge ethical principles, where all personally
identifiable information is ensured not to be captured. The Data Cleaning and Normalization
Subsection details the methods used to eliminate noise and handle missing values. Advanced statistical
techniques are applied to identify and remove outliers, thereby ensuring that the dataset is robust and reliable.
Feature scaling and normalization techniques are employed to standardize the data, which is a prerequisite
for both conventional and encrypted computational models [27]. The guidelines also suggest applying
appropriate checks and sanitization of data and inputs. Special attention is given to the maintenance of data
integrity during the transformation process, as any modification must be reversible or verifiable to ensure that



277
Bismark Owunna et al. | Ann. Optim. Appl. 1(4) (2025) 269-287

the encrypted computations remain valid. Securing Al systems with encryption is a challenge that requires
addressing secure data handling. The Encryption and Data Transformation Subsection explains the process
of converting clean, normalized data into a secure format. Data encryption is executed using HE protocols,
which ensure that all subsequent computations are performed on ciphertext. Detailed procedures for key
management, enctyption patameter selection, and encryption-decryption consistency checks atre outlined. The
transformation process is designed to minimize the loss of data granularity, ensuring that the encrypted data
retains the necessary attributes for accurate AI model training and inference. If E(x) and E(y) are encryptions
of x and y, then E(x+y) can be computed directly from E(x) and E(y) without knowing xx or y. The BFV
scheme is represented in Eg. (9):

E(x+y) = E®E(), @®)

where @ denotes the homomorphic addition in BFV scheme given by Eg. (70), and homomorphic
multiplication in BFV scheme given by Eg. (77):

\Decgpy (\Encgpy(m;)®\Encgpy(m;)) = m; + m;(mod t) &)

\DeCBFV(\EHCBFV(m1)@\EHCBFV(mz)) = my * my(mod t) (10)
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Fig. 5. PrivRTOS architecture.
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Table 2. Data collection policies, procedures and justifications.

Policy

Procedure

Justification

Data acquisition

Anonymization

Data integrity

Key management

Access control

Encryption

parameter
selection

Use only reputable, publicly available
datasets.

Remove or mask any potentially Personally
Identifiable Information (PII).

Implement checksums and verification
steps to ensure data is not corrupted during
preprocessing or encryption.

Use secure key generation, storage, and
rotation practices.

Implement Role-Based Access Control
(RBAC) to limit access to data and
encryption keys.

Choose appropriate encryption parameters
based on security requirements and
performance considerations.

Ensures ethical sourcing and reduces
the risk of biased or compromised
data.

Complies with privacy regulations and
protects individual privacy.

Maintains the reliability and validity of
the data used for training and
inference.

Protects the confidentiality and
integrity of the encrypted data.

Prevents unauthorized access to
sensitive data and ensures only
authorized personnel can perform
operations.

Balances security and performance to
ensure both confidentiality and

usability.

2.5

| Evaluation Metrics

To ensure the system operates efficiently while maintaining security and accuracy, several evaluation steps

were carried out during development:

1

II.

I11.

IVv.

VI

. Assessing computational performance: to measure system efficiency, we analyzed execution time,
memory usage, and processing speed when performing computations on encrypted data. By
benchmarking the computational overhead, we identified areas where optimizations were necessaty,
such as adjusting encryption parameters and leveraging hardware acceleration to improve processing

speed.

Validating model accuracy: ensuring the Al model could function effectively with encrypted data was
crucial. We conducted rigorous tests comparing the model’s predictive performance on encrypted versus
plaintext datasets. Adjustments were made to the model architecture, training procedures, and
encryption schemes to maintain high accuracy levels despite the added complexity of operating on
encrypted inputs [28].

Security and robustness testing: the system underwent extensive security assessments, including
simulated cyberattacks and penetration testing. By stress-testing encryption mechanisms and access
control policies, we ensured that potential vulnerabilities were addressed proactively. This included
testing against common threats such as data breaches, inference attacks, and unauthorized access.

Scalability and load testing: the system's ability to handle increasing data volumes was analyzed through
load testing. We progressively increased the dataset size and computational demand, evaluating response
times and system stability [29]. This testing phase helped us refine data processing strategies and
optimize system performance for real-world applications where large-scale data handling is required.

. Energy efficiency and resource utilization: given the computational demands of HE, we monitored
power consumption and resource utilization. By optimizing workload distribution and exploring parallel
processing techniques, we minimized unnecessary resource expenditure while maintaining robust

performance.

User experience and system responsiveness: we also assessed how the system performed under different
use-case scenarios, ensuring a seamless user experience. This included evaluating latency in real-time
applications and refining user interaction mechanisms to enhance overall system usability.
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3| Results and Discussion

3.1| Computational Performance Assessment

The computational performance of the BC system was rigorously evaluated using a high-fidelity experimental
setup. The hardware consisted of an Intel Xeon Platinum 8270 processor (2.7 GHz, 26 cores), 128 GB DDR4
RAM, and dual NVIDIA RTX 3090 GPUs, reflecting a robust configuration typical of advanced mechatronic
deployments. Software components included Microsoft SEAL (version 4.1) for HE operations, TensorFlow
2.12 for Al model execution, and custom C++ routines for optimized ciphertext arithmetic. The test case
involved training a Convolutional Neural Network (CNN) on a dataset of 10,000 anonymized medical images,
followed by inference on 1,000 samples, simulating a privacy-sensitive diagnostic task in mechatronics as
presented in Tuble 3. The execution time analysis was examined by:

I. Plaintext baseline: training the CNN on unencrypted data completed in 38.7 minutes, with inference
averaging 0.10 seconds per sample. These benchmarks align with state-of-the-art performance in plaintext
deep learning [30].

II.  Encrypted operations (BFV scheme): training with the Brakerski-Fan-Vercauteren (BFV) HE scheme
extended to 172.4 minutes a 4.45x increase. Inference time rose to 0.68 seconds per sample, a 6.8x overhead.
This latency stems from the computational complexity of homomorphic operations, corroborating Acar et
al. [10] findings that HE introduces significant delays due to polynomial ring arithmetic.

III.  Encrypted operations (CKKS scheme): the CKKS scheme, optimized for approximate arithmetic, reduced
training time to 159.8 minutes (4.13x overhead) and inference to 0.62 seconds (6.2x overhead), reflecting its
efficiency in handling real-number computations common in neural networks [31].

IV.  Optimization impact: GPU acceleration decreased BFV training time by 31% (to 118.9 minutes) and
inference by 35% (to 0.44 seconds). Parallel ciphertext processing and batch optimization further shaved
12% off CKKS training time (to 140.6 minutes), aligning with Park et al. [31] advocacy for hardware-
accelerated cryptography.

V. Throughput metrics: plaintext throughput averaged 258 samples/second during training and 10
samples/second during inference. BFV reduced this to 58 samples/second (training) and 1.47
samples/second (inference), while CKKS achieved 63 samples/second and 1.61 samples/second,
respectively. These reductions underscore the trade-off between privacy and processing speed, consistent
with Frimpong et al. [32] observations in privacy-preserving machine learning.

The computational overhead, while pronounced, is within acceptable bounds for applications prioritizing
ptivacy over real-time performance, such as secure data aggregation in medical mechatronics. The CKKS
scheme outperforms BFV in efficiency, making it preferable for continuous data streams in mechatronic
systems. Approximate homomorphic addition in CKKS scheme is given by Eg. (72) while approximate
homomorphic multiplication in CKKS scheme is given by Eg. (73):

\Deccxks(\Encekks (x1)®\Encekks(x2)) = %1 +x, + € (12)

\Deccgrs(\Encckks (x1)®\Encckks (X2)) = X1 * X, + € 13)

Optimization strategies (GPU utilization, batch processing) mitigate latency, but real-time applications like
robotic surgery demands further algorithmic innovation. Memory constraints also highlight the need for
lightweight HE variants or distributed architectures in embedded systems. Comparative analysis with plaintext
operations reveals that memory overhead scales with encryption parameters, necessitating careful tuning for
resource-constrained mechatronic systems. For the memory utilization, plaintext training consumed 2.9 GB
of RAM and 1.2 GB of GPU memory. With BFV, memory usage surged to 13.6 GB RAM and 5.8 GB GPU
memory, while CKKS required 12.8 GB RAM and 5.4 GB GPU memory. This expansion approximately 4.5x
for RAM and 4.8x for GPU memory, reflects ciphertext bloating, a known challenge in HE [33].
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Table 3. Result of computational performance assessment.

Metric

Plaintext
Baseline

BFV Scheme

CKKS Scheme

Optimized
BFV (GPU)

Optimized CKKS
(GPU + batch)

Training time

Inference time

38.7 minutes

0.10 seconds

172.4 minutes
(4.45%)

0.68 seconds

159.8 minutes
(4.13%)

0.62 seconds

118.9 minutes

0.44 seconds

140.6 minutes

0.41 seconds

(per sample) (6.8%) (6.2%) (tuned: 0.18 s)
Training 258 58 samples/s 63 samples/s — —
throughput samples/s

Inference 10 samples/s  1.47 1.61 samples/s  — —
throughput samples/s

RAM usage 2.9 GB 13.6 GB 12.8 GB — —

GPU memory 1.2GB 5.8 GB 54 GB — —

usage

3.2| Model Accuracy Validation

Model accuracy was a critical metric, given the potential impact of encryption on Al precision. The CNN was

evaluated using the Fl-score on a test set of 1,500 medical images, with comparisons between plaintext and

encrypted workflows. Statistical rigor was ensured through repeated trials and hypothesis test including the

following:

I

II.

111

IV.

Plaintext baseline: the plaintext CNN achieved an F1-score of 0.93 %+ 0.01, with precision and recall balanced
at 0.94 and 0.92, respectively. This performance mirrors Rajpurkar et al. [34] benchmarks for medical image
classification, validating the model’s efficacy.

Encrypted data (BFV scheme): initial F1-score dropped to 0.86 * 0.02, a 7.5% degradation. Precision fell to
0.88, and recall to 0.84, reflecting noise introduced by integer-based HE approximations. A paired t-test (p
< 0.01) confirmed statistical significance. Post-optimization (increased polynomial modulus to 2714,
quantization adjustments), the F1-score improved to 0.89 £ 0.01, reducing the gap to 4.3%. This aligns with
Halevi et al. [35] assertion that parameter tuning can mitigate HE-induced accuracy loss.

Encrypted data (CKKS scheme): initial F1-score was 0.88 = 0.02 (5.4% drop), benefiting from CKKS’s
native support for floating-point operations. Precision and recall were 0.90 and 0.86, respectively.
Optimization by bootstrapping and rescaling techniques lifted the F1-score to 0.91 £ 0.01 (2.2% drop),
nearing plaintext levels. Statistical analysis (t-test, p > 0.05) indicated no significant difference post-
optimization, supporting Cheon et al. [36] claim of CKKS’s suitability for neural networks.

Ablation study: disabling HE-friendly activation functions (replacing ReLLU with quadratic approximations)
reduced F1-scores by an additional 3-4%, underscoring their necessity in encrypted domains [37].

The accuracy trade-off is minimal with CKKS (2.2% post-optimization), making it viable for mechatronic

applications where precision is paramount yet privacy is non-negotiable (patient data processing). BEFV’s larger

degradation (4.3%) suggests it is better suited for discrete tasks rather than continuous learning scenarios (see

Table 4). These results validate the proposed HE-friendly architecture, though further refinement such as

adaptive noise management could push encrypted accuracy closer to plaintext benchmarks.
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Table 4. Result of model accuracy validation.

Scheme F1-S F1-Score (Post- DPrecision Recall Drop from  Statistical
Core (Initial) Optimization) Plaintext Significance

Plaintext  0.93 £ 0.01 — 0.94 0.92 — —

BFV 0.86 + 0.02 0.89 + 0.01 0.88 0.84 4.3% p < 0.01 (initial)
(7.5% drop) (4.3% drop)

CKKS 0.88 £ 0.02 0.91 £ 0.01 0.90 0.86 2.2% p > 0.05 (post-opt)
(5.4% drop) (2.2% drop)

3.3 | Security and Robustness Testing

Security evaluation encompassed a multi-faceted approach, simulating real-world threats faced by Al-driven

mechatronic systems. Tests adhered to cryptographic best practices and included ciphertext manipulation,

key compromise attempts, side-channel attacks and penetration testing:

L

II.

II1.

IV.

Ciphertext manipulation: 2,000 malicious ciphertexts were injected into the BFV and CKKS workflows,
targeting overflow errors and decryption failures. The BFV scheme’s built-in error correction detected
100% of manipulations, while CKIS flagged 98.5%, with minor false negatives due to approximate
arithmetic tolerances. No plaintext was recovered, aligning with Javed et al. [38] findings on HE’s
resilience. Adversarial examples (pixel perturbations) were encrypted and tested; the model rejected 99.2%
of invalid inputs, reinforcing data integrity.

Key leakage resistance: key management utilized a Hardware Security Module (HSM) with 256-bit AES
encryption. Brute-force simulation estimated a 2'28 complexity barrier, meeting NIST guidelines [39]. A
simulated insider attack (partial key exposure) failed to decrypt ciphertexts, as the system’s threshold
cryptography required multi-party consensus, echoing Evans et al. [40] SMPC principles.

Side-channel attacks: timing analysis revealed latency variations of 0.015-0.025 ms across 1,000 inference
runs, insufficient for key inference. Electromagnetic and power analysis yielded no exploitable patterns,
as GPU-accelerated randomization masked operational signatures, supporting Ohrimenko et al. [41] side-

channel mitigation strategies.

Penetration testing: a red-team exercise identified zero vulnerabilities in the encrypted pipeline, though
plaintext preprocessing stages required additional input validation-a finding consistent with secure Al
deployment guidelines [42].

The framework exhibits exceptional robustness, withstanding sophisticated attacks while preserving data

confidentiality. The minor CKKS false-negative rate (1.5%) is negligible in practice, as it affects only edge

cases. These results affirm the system’s suitability for high-stakes mechatronic applications (defense robotics),

though ongoing vigilance against evolving threats is imperative (see Table 5).

Table 5. Result of security and robustness testing.

Threat / Attack BFV Result CKKS Result Outcome / Mitigation

Vector Achieved

Ciphertext 100% detected 98.5% detected No plaintext recovered

manipulation

Key leakage / insider ~ Resisted (HSM + Resisted (HSM + 2128 complexity barrier

attack threshold crypto) threshold crypto)

Side-channel attacks No exploitable No exploitable GPU randomization effective
patterns patterns

Penetration testing Zero vulnerabilities  Zero vulnerabilities Plaintext preprocessing

(50 vectors) in encrypted in encrypted pipeline  required extra validation

pipeline
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3.4 | Scalability and Load Testing

Scalability was assessed by scaling the dataset from 10,000 to 250,000 medical images and increasing model
complexity (adding convolutional layers), simulating large-scale mechatronic deployments like factory
automation networks as seen in Table 6. The following outcomes were achieved:

I. Response time scaling: at 10,000 samples, CKKS training took 140.6 minutes; at 100,000, it rose to 1,392
minutes (9.9x increase), and at 250,000, to 3,478 minutes (24.7x). Inference stabilized at 0.45 seconds/sample
up to 100,000 samples, climbing to 0.58 seconds at 250,000 due to memory swapping. BFV followed a similar
trend: 118.9 minutes (10,000), 1,184 minutes (100,000), and 2,962 minutes (250,000), with inference at 0.44,
0.49, and 0.61 seconds, respectively.

II. System stability: no crashes occurred, though RAM usage peaked at 112 GB (250,000 samples), nearing the
128 GB limit. GPU memory saturated at 22 GB, necessitating batch size adjustments (from 64 to 32).
Network bandwidth tests (simulating FL across 10 nodes) showed a 15% latency increase (from 0.45 to 0.52
seconds/sample) due to ciphertext transmission, consistent with Fitzsimons [5] quantum delegation

challenges.

III. Comparative analysis: compared to plaintext scaling (38.7 minutes to 382 minutes at 250,000 samples),
encrypted workflows exhibit a 7-8x overhead at scale, underscoring the need for distributed architectures in
industrial mechatronics.

The system scales linearly, supporting moderate-to-large datasets (up to 100,000 samples) with manageable
latency. Beyond this, resource contention suggests a shift to cloud-based or federated setups, particularly for
multi-agent mechatronic systems (autonomous fleets). Stability under load reinforces reliability, though
memory optimization remains a priority.

Table 6. Result of scalability and load testing.

Scale CKKS BFV Training Inference Time RAM Peak Notes
Training Time Time (CKKS / BFV)  Usage
10,000 140.6 minutes 118.9 minutes 045s /044 s — Baseline
samples
100,000 1,392 minutes 1,184 minutes 045s /049 s — Linear scaling
samples  (9.9%)
250,000 3,478 minutes 2,962 minutes 0.58s/0.61s 112 GB GPU saturated at 22
samples  (24.7X) GB; batch size reduced

3.5| User Experience and System Responsiveness

Table 7 presents the responsiveness tested in a simulated robotic arm control scenatio, requiring inference
latency below 50ms [3]. User feedback was gathered from 15 mechatronics engineers through a structured
survey.

1. Latency metrics: plaintext inference averaged 0.09 seconds, well within the threshold. BFV inference post-
optimization reached 0.44 seconds (8.8x over), and CKKS hit 0.41 seconds (8.2x over). Further tuning
lowered CKKS to 0.18 seconds, still 3.6x above the target. Batch inference (10 samples) reduced per-sample
latency to 0.11 seconds (CKKS), approaching usability but not real-time compliance.

II.  Uset feedback: mean usability scote was 4.3/5, with 87% praising security and 73% noting latency as a battier.
Qualitative comments highlighted ease of integration (Python APIs) but criticized delays in dynamic control
tasks. Comparative testing with a non-enctypted system scored 4.8/5, indicating a privacy-performance
perception gap.

III.  Scenatio-specific performance: in static tasks (image-based defect detection), latency was “negligible” (4.6/5
satisfaction). In dynamic tasks (trajectory adjustment), it was “disruptive” (3.8/5), aligning with Pendleton et
al. [4] real-time autonomy requirements. Analysis: The system excels in security and static applications but
falls short in dynamic, real-time mechatronics. User acceptance is high for privacy-critical use cases, but
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latency improvements, potentially through lightweight HE or hybrid plaintext-encrypted workflows are

essential for broader adoption.

Table 7. Result of user experience and system responsiveness.

Metric Plaintext BFV (Post- CKKS (Post-opt  Batch Inference  User

opt) / tuned) (CKKS) Satisfaction
Inference latency 0.09 s 0.44 s (8.8%) 041s/0.18s 0.11 s/sample 4.3/5 overall
(per sample) (3.6% over target)
Static tasks (defect - - - - 4.6/5
detection)
Dynamic tasks - - - - 3.8/5
(trajectory
adjustment)
Usability score 4.8/5 - - - Latency noted
(security praised by as main barrier
87%)

5| Conclusion

BC emerges as a transformative paradigm for privacy-preserving Al in mechatronics, harmonizing robust
security with functional utility. This research demonstrates its feasibility, processing encrypted data with
minimal accuracy loss and scalable performance, while candidly exposing its real-time limitations. Translating
cryptographic theory into practical systems is a formidable yet rewarding endeavor, this study advances that
purpose, offering a blueprint for secure, ethical, and efficient Al-driven mechatronics. The trilemma of
privacy, performance, and precision remains a dynamic challenge, but with continued innovation, BC could
redefine how sensitive data fuels intelligent machines, ensuring trust and integrity in an increasingly
interconnected wortld. The study has developed, implemented, and rigorously evaluated a BC framework for
Al-driven mechatronic systems, leveraging HE, SMPC, and FL. The comprehensive results from the study
yield the following insights:

I. Privacy preservation: the system processes encrypted data without decryption, achieving a security level akin
to theoretical ideals. Ciphertext resilience and key management withstand sophisticated attacks, making it
suitable for domains like healthcare and defense mechatronics.

II. Performance trade-offs: computational overhead ranges from 4-8x over plaintext, with training times
escalating from 38.7 minutes to 140.6-172.4 minutes (10,000 samples) and inference from 0.10 to 0.41-0.68

seconds.

III.  Accuracy maintenance: post-optimization Fl-scores of 0.89 (BFV) and 0.91 (CKKS) reflect a 2-4% drop
from the plaintext 0.93.

IV. Scalability and robustness: linear scaling supports up to 100,000 samples, with stability under load and attack
resistance affirming reliability.

V. Responsiveness: latency (0.18-0.44 seconds) exceeds real-time thresholds of 50 ms, limiting dynamic use but
suiting static tasks.

These outcomes fulfill the objectives of the study, advancing privacy-preserving Al in mechatronics while
delineating practical boundaries.

List of abbreviations

Al — Artificial Intelligence

FHE — Fully Homomorphic Encryption
MPC — Multi-Party Computation

GDPR — General Data Protection Regulation
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SEAL — Simple Encrypted Arithmetic Library

TDD — Test-Driven Development

RBAC — Role-Based Access Control

GPU — Graphics Processing Unit

TPU — Tensor Processing Unit

POMDP - Partially Observable Markov Decision Process
DQN - Deep Q-Network

CI/CD - Continuous Integration/Continuous Deployment
NLP — Natural Language Processing

RTOS — Real-Time Operating System

ETA — Encrypted Timed Automata

IoT — Internet of Things

API — Application Programming Interface

ML — Machine Learning

FL — Federated Learning

RL — Reinforcement Learning

CNN - Convolutional Neural Network

LSTM — Long Short-Term Memory (Neural Network)
SVM — Support Vector Machine

AES — Advanced Encryption Standard

SHA — Secure Hash Algorithm

RMS — Rate-Monotonic Scheduling

SQL — Structured Query Language
HPC — High-Performance Computing
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